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Abstract of corresponding document: WO 0051286 (A1) 
A digital file management and imaging system 
records additional independent data with each 
stored image (200) including a true date gleaned 
from a secure clock (202) not settable by a user, a 
number derived from a cyclic redundancy code 
(CRC) algorithm for the image data (210) and the 
true date (212). This additional data is recorded 
within each digital file as soon as possible after the 
file is acquired. If the file is altered in any way after 
the recording of the additional data, recalculation of 
the image CRC on the altered file will not match the 
original image CRC recorded within it. Thus, the fact 
that it has been altered can be detected. Likewise, if 
the true date is altered in any way, recalculation of 
the date CRC will similarly reveal this fact. 
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0x2IB4F4B5L, 

Ox2802B89EL, 

0x2F6F7C87L, 
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Ox71B18589L, 

0x7807C9A2L, 

0x7F6A0DBBL, 

0x6B6B5IF4L, 

0x6C0695EDL, 
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0x77073096L, 

0x706AF48FL, 
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0x06B6B51FL, 

Gx0F00F934L, 

0x086D3D2DL, 

0xlC6C6162L, 

0xlB01A57BL, 

0xl2B7E950L ; 

0xl5DA2D49L, 



Ox0EEOE612CL, 

0x0E963A535L, 

0x0E0D5E91EL, 

OxOE7B82D07L, 

OxOF3B97148L, 

Ox0F4D4B551L, 

0x0FD62F97AL, 

0x0FA0F3D63L, 

0x0D56041E4L, 

OxOD20D85FDL, 

0x0DBBBC9D6L, 

OxODCD60DCFL, 

OxOC8D75180L, 

0x0CFBA9599L } 

OxOC60CD9B2L, 

0X0C1611DABL, 

Ox98D220BCL, 

Ox9FBFE4A5L, 

Ox9609A88EL, 

0x91646C97L, 

Ox8S6530D8L, 

Ox8208F4ClL, 

Ox8BB EB SEAL, 

0x8CD37CF3L, 



0x99095 IB AL, 

0x9E6495A3L, 

0x97D2D988L, 

0x90BFlD91L, 

0x84BE41DEL, 

0x83D385C7L, 

0x8A6SC9ECL, 

Ox8D080DF5L, 

0xOA2677172L, 

0xOA50AB56BL, 

0x0ACBCF940L, 

Ox0ABD13D59L, 

0x0BFD06116L, 

0x0B8BDA5OFL, 

0x0B10BE924L, 

0x0B6662D3DL, 

0x0EFD5102AL, 

0x0E8B8D433L, 

0x0E10E9818L, 

0x0E6635C0lL, 

OxOF262004EL ? 

0x0F50FC457L s 

0xOFCB9887CL, 

0x0FBD44C65L, 
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Gx4DB26 1 5SL, 0x3AB55 1CEL, 

0x4ADFA54JL, 0x3DD895D7L, 

Ox4369E90AL, 0x346ED9FCL, 

0 x44042D73 U 0x3 3 03 1 DBS U 

0x5005 7 1 3CJU Ox 2 7024 1 A AU 

0x576SB525L. 0x206F85B3L t 

0x5 ED EF9QEL, 0x29D9C998L, 

Ox 59B3 3 D 1 7 L, 0x2EB40D8 1 L„ 



OxOA3BC0074L, OxOD4BB30E2L r 

0x0 A4D 1 C46DL, 0x0D3D6F4FBL, 

Ox0AD678846L ? OxODA6CB8DOL, 

Ox0AAOA4C5FL. 0x0DD0D?CC9L, 

OxOBEOB 1 0 1 0L> 0X0C9OC2O86L, 

OxOB966D409L, 0x0CE61E49FL f 

OxOBODO 9822 L, OxOC7D7 A 8B4L, 

OxOB 7BD5C3BL, 0x0C0BA6CADL, 



0X0EDB8832OL, 

OxOEAD54739L, 

0xOE363OB12L, 

OxOE40ECF0BL, 

Ox0F0OF9344L f 

0xGF762575DL, 

GxOFED41B76L, 

0x0F9B9OF6FL, 

OxOD6D6A3E8L, 

Ox0DlBB67FlL T 

Ox0I)80D2BDAL, 

OxODF60EFC3L r 

OxOCB6iB38CL, 

Ox0C:C0C779ST. I 

OxOC5BA3BBEL, 

Ox0C2D7FFA7L, 



0x9ABFB3B6L, 

0x9DD277AFL, 

0x94643 B84JU 

0x9309FF9DI, 

Ox8708A3D2L, 

Ox806567CBL, 

OxS9D32BE0L, 

0x8EBEEFF9L> 

0X0A1D1937EL, 

Ox0A6BC5767L, 

Ox0AF0AlB4CL f 

OxOA867DF55L, 

0xOBC66831AL, 

Ox0BB0B4703I., 

0x0B2BD0B28JL, 

OxOB5DOCF31L, 



0x03B6E20CL, 

0x04DB2615L, 

0x0D6D6A3EL 

Ox0AO0AE27L, 

OxlE01F268L, 

0xl96C367 1 L, 

0xI0DA7A5AL, 

0xl7B7BE43L ? 

0x38D8C2C4L, 
0x3FB506DDL, 
0x3 6034 AF6L, 
0x3J6ESEETL, 
0x256TD2A0L, 
0x2202 16B9L, 
0X2BB45A92L, 
0x2CD99E8BL, 



0x74BlD29AL t 

0x73DCI683L t 

0X7A6A5AARL, 

Ox7D079EBlL, 

0x6906C2F£L, 

Ox6E6B06E7L, 

0x67DD4ACCL, 

0x6OBO8ED5L, 

0x4FDFF252L, 

0x48B2364BL, 

0X41047A60L, 

0x4669BE79L, 

0x5268E236L, 

0x5505262FL, 

0x5CB36A04L, 

0x5BDEAElDL > 



0x9B64C2B0L, 
0x9C0906A9L, 
0x95BF4A82I., 
0x92D28E9BL, 
0x86D3D2D4L, 
0x8IBKI6CT>I., 
0xS8085AE6L, 



Ox0J£C63F226L, 

Ox0EB0E363FL, 

Ox0E2BS7A14L a 

0X0E5JD 5 B HOD L„ 

0x0F)D4E242L, 

0X0F6B9265BL, 

OX0FFOF6A70L, 



0x756AA39CL, 

0x7207G785L, 

0x7BB12BAEL, 

0x7CDCKFB7L 

0x<S8DDB3F8L> 

0x6FB077ElL, 

0x66063BCAL t 



0x0261 >930Ar., 

0x050057 13L, 

0X0CB61B38L, 

0X0BDBDF21L, 

0XIFDA836EL, 

0xISB74777L, 

Oxll010B5CJU 

0xi66CCF45L, 

Ox3903B3C2L a 

0x3E6E77DBL, 

0x37D83BF0L, 

Ox30B5FFE9L, 

0x24B4A3A6L, 

0x23D967BFL, 

Ox2A6F2B94L, 

0x2D02EF8DL 



Ox8F659EFFL, 

OxOAOOAE278L, 

Ox0A767266]L, 

0x0AED16A4AL, 

0 x OA 9BC A E5 3 L, 

OxOBDBDF21CL, 

0x0BADO36O5L, 

0x0B3667A2EL, 

O.X0B4OBBE37L, 



0x0F862AE69L, 

OxOJ>70DD2EEL, 

OxOD06016F7L ? 

Ox0D9D65ADCL, 

OxODEBB9EC5L, 

Ox0CABAC28AL t 

OxOCDD70693L, 

0x0C4<il4ABSL, 

OxOC30C8EAlL, 



0x6J6BFFD3L, 

0x4E04ft354I., 

Ox4969474DL, 

Ox40DFOB66L s 

Ox47B2CF7FL> 

0x53B39330L ( 

0x54DE5729L, 

Ox5D683B02L, 

OxSAOSDFIBL, 



IHNT32 CRCFikB]ock{UIN116 hj'ile, UINT32 lOffset, UINT32 ILenglh, UINT32 ISeed) 
{ 

// calculate CRC on file block with seed given 

// use OxFFFFFFFFL for initial seed 

// returns 0 on success, returns lSeed on error 



[00 5 1] 
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Sample C+-+ Source Code to Calculate CRC-32 (MS) 



tut ret; 

char buffer{COFY BUFFERLBN] ; 
UENT32 iRemamLength; 
UINT16 uBIockSizc: 
UINT32 ISourueOff; 
UINT32 ICRC; 
UINT3 0 U index; 

1CRC - iSeed; 

tf{lLe»gft > COPYBUFFERLEN) 

uBlockSizc - COPYBirFFERLEN; 

else 

uBlockSize ■= (UINTl6)lLength; 

iRemainLcnglh - ILength; 
ISourccOif-l Offset; 

whiic{IRemainLength) { 

ret - ReadFti«Block(buOer> hJFile, JSourccOff, uBlockSi/.e); 
if(ret) 

return JSced; 

for (i**0; i<uB1ockS£zc; { 

index - (U1NT16K1CRC A buffer[ij) & <UINT16)l>xOOG0O0FFL; 
ICRC {(ICRC » 8> & OxO(iFFFFFPL) A CRCIablepmkx]; 

* 

ICRC •» -ICRC; 

IRemamLength -= uBlockSize; 
ISourceOff uBIockSize; 
if(IRemamLengih < uBlockSize) 

uBlockSizc « (UIN"r3 6)]Rem3inLcngth; 

} 

return LCRC; 

i 

UINT32 CRCBtockCchar* buffer, UINT1 6 nLength, UINT32 ISced) 
{ 

// calculate CRC on file block with seed gjvcn 
// use OxFFFFFFFFL for initial seed 

// returns 0 on success, returns ISeed on error (ignores error) 

UINT32 ICRC; 
1JINT16 i, index; 

ICRC ~ ISeed; 

for (i™0; i<nl.cnglh; { 

index - (UIOTIGKICRC * buffer[ij) & (UINT?6)0x0000G0FFL; 



ICRC =* ({ICRC » 8) & OxOOFFFFFFL) * CRCTabte[mdex]; 

3 

ICRC" -ICRC; 
return ICRC; 
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ot«iit§zt^t^ 0 ±7&Ltz&5lz. crc-3 2&nB-?&t2it>o>M 

mmsTju^ uXAfi/^-^u hv-rxc&y, Ltztfixmrnizr 
mx&& 0 zoimmt, *mmm\zmmztitzBmtmz s &m 

Zir^t^^o ^^TH*. mmzWrM-Ztitz (S#£fcfiB#) CRC^ M 

. Ati(D\~y Hmftcomm. Afimk-mLtzm%.o> -r>/i-k<D 
ummmmm. &tz\*zfr*<Dmn0mft-&t> j &iz-f&zktfx£& o 

tO 0 5 3] 

n?&tztb\z&m$Htzn&<z>&ffi&> zfa/u#izftmiz % -f&t>*> m^<o 

[O 0 5 4] 

, ktoEEmTJ^tJXAZ&mLXmffiZti&frtjik'&ftmT&o »fy$ 
— tfr-^^^IC^jS-r^fctoOm^^^l-'So ^fg0J3©D o c STAR77 

<< )i>%m&&zf* *~i>><fi'Xiri*mMmmt. mm&T iff <t a g g e 

d Image File) fccfctl^J PEG (Jo i nt Photograp 
hie Experts Group) 77^^7t-7'V 
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[0055] 

fcffiie^si. Pits, *<<x. *-r h;u, Bftftirifto^troifi 

[0 0 5 6] 

5t«ffl**i*3^*3e«LTL^-6« T I FF»»*J(tl#LTL^fflai. A d o b 
e C o r p o r a t i o nlt *^£T I F Flfrtt^fflt *7^'J ^— i> 
g^Sfflfg-r-S^SKCDfci&flDAA^A^^W^SE^Sfil+A+LT^^o Ado 
belt -S©S#£fi*<D±3KI=«»yST"C\ ^O^OWOT^^R&Jh-r^o 

fc<!:X.(*s *HCDli^A^fe^B i t W i s e Designs, Inc. It 

. s#*<Bf*-r*-*©^^*#*wysr&*i-&o ±i 
x^a-x—^^p ^^©«nw$Rnnf=-r*. t i ff{±#(*. ynv^Aiz, ii 

SUA:****, CHI*. ii77-fMT I FFtt»l:att*fr&TJft 
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T a g # U , s a. 

lODh Document Name 
1 0Eh Image Description 
132h Date Time 

9244h Bitwise DocSTAR Custom Tag 1 

custom data block contains proprietary information including: 
Image ORG 
Authentidate GRC 

[0 0 5 8] 

gisiz^Lfc^oiis t i f fw&^t^ j\sm(om&cRcmin&7Firm7ik 

— ^>j&* % 3? 7 -f )\s<Dtctb(DWi£$LZ7 7 -Olsf-f ls<7 h 'J (I FD) [C^^UVcT 
I F F^r-OMD?**— hT?ttf^U CRC-3 2£# I FDl>h'Jfcd: 
Ut^^OBia^ltfetLfc^-^lCOLxTfUtL Uf*;?5 0 2) . 5fe0CR 
C-3 2fl)ISS$y-Ki:Lr^lc 10) *U f-^T<0 I FDX 

[O O 5 9] 

T a g # Pescr i P t ion 

OxOIOd T I F FTAG DOCUMENTNAME 

Ox010e T I F F T A G_ I M A G E D E S C R I P T I O N 

0x0132 T I F FT AG_D AT ET I ME 

0x9 244 T I F FT AG_DOCS T ART AG 1 

[O O 6 0} 

■77*1 IWt^XQ) I F DX> h U £4fl3Lfcft 0 . 
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mttmcRC \z$m&%> cx-r^s 1 2) 0 $uz. ^^fcintc r cis 

CO O 6 1 ] 

H6|C^Lfc*fl5f*, TI F F®^^r-rJUfflO)B^CRC<Df+#^^-r^J^ 
^»itfc§o T I F F mi$$L7 T -< J\sm<D BttC RC(DtiMrf. m-$(D32 

Uf l ^6 0 0) o ZL(D)^~ 0x0132 TIF FTAG„ 
DATETIME*^*R»K« (Xf'V^6 0 2) 0 DATETIME^W 

•^6 0 5) , CRC-32I1 DATET IME^» 

rci*. crc iz s m^<D^mmm\z^^xM^H wf-y^oB) , n 

t77^/H^I:M^W (Xf'^6 10) o 
[0 0 6 2] 

Joint Photographic Experts Group ffl 
%(D7*^-?V h£P^#gU JPEGfcitfd PG77-f;Wt-?7 h (flit 
UJFI F-JP EG77'fJHf 7t-T7 h t *P¥f£tl<S) 0> *1*8- 

[0063] 

ZtlksO-? — 73tt. TAPPxJ «t^J^^^, fcf£U xliO 
[0 0 6 4] 
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*§^^tL^t#iziiJip-r^ 0 z<D£KHBJIBT»te. r A P P 8 J v— Z©7 

Authent idate 
KCRC 
IHPICRC 
[0065] 

'^7 0 0) o << )^-$tf\W?klzmfr%lh>tl. A P P 8 OM&gT^feJt 

crc-32^ ^r-r;K^*5ft^-r^ra)ir— sjizoint. 7r-f;KD» 

6 S A PP 8T-A^ftes A P P ST — **-T?-Sf-||[**lS (^f'^7 0 
6) 0 Z©ftMS^y- Kt Lt^l^tlt, APP8T— 7 
T-fJUD^yiZfelNTCRC-S 2^ft^$^^> (Xf'^7 08) „ L 
T4i:fcCRClt CRC Cltffltiftitiot^^^ (X^^7f7 

1 o) o ^(z. in^fciscRC tts h«^7-c ;urti=»ift**t* (x^ 

•^7 12) o 

[0 0 6 6] 

IH8lc^Lfct(DI*. J P EGM^y 7 ^( JUm(0BHCR C(DtiU^irm^ 
M^C/^Hil-efe^c J PEGM77^^ffl©CRC(3)!tI^ fi)T#<Z)32l£y 
h<Z>*>— Kflt^ttffiUT, rFt^Ot'— ^0)^P^^|Cfe(t^CRC~3 2^lt^ 

£ (Af 7^8 0 0) 0 37T-r;U^IK^[cM^ISt>^s APP8(Di4i^S^ 
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rc-3 2^. ap p 8 7~&mm$itz\tz?Bv2toommte?—$*i : ¥miz'D 

l*TtfM£tl& (Xf'^8 0 6) o ISItLtiCfcCRClt CRC [Clf 

f*. jaft^T-r^t^*^^ uf-^8 1 o) „ 

[0067] 

3£BJ0)D o c ST ARmMBmztSl\Tfo , m-£*lZ> 0 Lfr L„ 

[O 0 6 8] 
[O 0 6 9] 

Htzi^ a 

[0 0 7 0] 

Lfc^oT. *mM*K m^Htzmmmmizm^^r, mttmommiz 
Ltztf^Tfem$*iz>'<%-c»&&z:trfnm£*i&° 
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[IS 1 ] 

*nm<DDo c S T A RHW(0i/Xf Aig^ititfc^o 
[H2] 

[0 3] 

*§£BM<D-$zmmMlzfrfr& 7 r << )U£tl-v—*l'?£HtzWWlCD CRC 
[BS4] 
[g|5] 

[06] 

[EH 7] 

[El 8] 

jlJt»«ll=^* J PEG7t-77 HiiHfJOBttCRC<7)ft3r£ 
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